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Tutorial Details 
 
Title: Cyber Security of Electric Power Infrastructure 
 
 
Objective: 
 
Critical infrastructures are defined as systems whose incapacity or destruction would have a 
debilitating impact on the national security and the economic and social welfare of a nation. It 
includes such infrastructures like telecommunications, electric power, gas and oil, banking 
and finance, transportation, water supply, and government and emergency services. 
 
Towards the end of the 20th century electric power infrastructure emerged as one of the most 
critical infrastructure in the sense that all other critical and vital infrastructures depend on 
reliable electricity supply. It is also considered as one of the most vulnerable to physical and 
cyber attack. Present-day electric power systems, which are physical part of electric power 
infrastructure, are complex and technologically advanced systems. Assuring cyber security of 
these systems it is difficult interdisciplinary task. The task is difficult because of great 
complexity of these systems. But to some extend it is also difficult because risk analysis in 
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these systems is based on concepts that are normally not known in others sectors of industry 
and in information technology and can be difficult to understand for specialists from these 
fields who are not familiar with electric power systems.  
 
The tutorial presents: 
− Physical structure of an electric power system (EPS) (power stations, power substations, 

power grids, electric power systems, control centres, issues connected with future 
development). 

− Organizational structure of electric power industry and issues connected with 
liberalisation and internationalisation of the sector. 

− Main concepts connected with an EPS control and operation. 
− Telecommunication network integrated with an EPS (functions performed, 

interdependencies between electric power and communication infrastructures, future 
developments). 

− Electric power infrastructure threats, vulnerabilities and risks. 
− Examples of cyber attack scenarios. 
− The great blackouts of 2003 in US and Italy. 
− Current research and practice in assuring EPS cyber security (emerging international 

cooperation in critical infrastructure protection, European projects in this field). 
− Education and training issues connected with ensuring cyber security of electric power 

infrastructure.  
 
 
Intended audience 
 
The tutorial addresses all involved in electric power infrastructure cyber security projects, 
government officials, generation, transmission and distribution companies, independent 
regulators, power exchange operators, suppliers of electric power equipment and services. 
The tutorial requires no prerequisite knowledge on electric power infrastructure and can also 
be considered as introductory course for novices. 
 
 
The tutorial presenter 
 
Zdzislaw Zurakowski received his MSc in Electrical Engineering in 1967, specialisation 
electric power systems protection, from the Wroclaw University of Technology in Poland. He 
also completed postgraduate courses in design of microprocessor systems, and application of 
computers to engineering calculations and design, and training courses in software 
engineering. 
 
After completion of his University studies Zdzislaw Zurakowski worked over 1 year at the 
Institute of Power Engineering in Warsaw and 13 years at the Institute of Electrical Power 
Engineering at the Wroclaw University of Technology. Then he moved to industry where he 
worked 5 years as electrical systems designer at the Steel Plant Siechnice near Wroclaw and 
over 8 years at the Railroad Coach Factory in Wroclaw. First 7 years at the Factory he worked 
as rolling stock electrical systems designer and then as the Head of the Independent 
Laboratory of on-Board Computer Systems which he founded.  
 
From 1995 to 2003 he worked for the Institute of Power Systems Automation (IASE) in 
Wroclaw as Senior Specialist where he was in charge of IASE tasks within the European 
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Union's Joint Research Project “Integration of Safety Analysis Techniques for Process 
Control Systems” (ISAT). The IASE tasks concerned a pilot case study on functional safety 
analysis in one of electric power substations in the Polish electric power system. For the last 3 
years in the Institute he worked on cyber security of extra high voltage electric power 
substation automation systems. Currently he is currying out private contracts.  
 
From 1994 to 2000 Zdzislaw Zurakowski was Editor and Chairman of the Editorial Board of 
a special section "Real-Time Systems" in the Polish journal on computer science Informatyka. 
He was also initiator, organizer and chairman of the first national conference on design of 
software for real-time industrial applications held in 1994.  
 
Zdzislaw Zurakowski is a member of the European Workshop on Industrial Computer 
Systems, Technical Committee 7 on Reliability, Safety and Security (EWICS TC7), member 
of the Technical Committees 50 and 183 Polish Committee for Standardisation (PKN), 
member of the Association of Polish Electrical Engineers (SEP) and member of the 
Committee for Functional Safety of the Polish Association of Safety and Reliability (PTBN).  
 


